STATE OF MICHIGAN} 
67 TH DISTRICT COURT 


SEARCH WARRANT 


CASE NO. 2019 Flint Water Crisis 
POLICE AGENCY Department of Attorney 
General 

_ REPORT NO. 2019-FWCT _ 


TO THE SHERIFF OR ANY PEACE OFFICER: 


A. PERSON, PLACE, or THING to be searched is described as and located 
at: 

Department of Technology, Management and Budget (DTMB) 

Michigan Security Operations Center (MiSOC) 

7150 Harris Drive, Diamondale, MI 48821 

B. PROPERTY to be searched for and seized, if found, is specifically 
described as: 

1. “All 41 “Flint Water MiSOC Cases” identified on attached spreadsheet (Exhibit 
A). The term “Flint Water MiSOC Case” refers to a unique identifier assigned to 
each individual device assigned to DTMB digital forensic examiners for review 
and examination. All devices or the MiSOC image or extraction, the MiSOC 
report and documentation from the requesting state agency involved. MiSOC 
report to include the following forensic information: ITAM, Bit locker, picture of 
service tags/hard drives and any associated passwords. 

2. For any cell phones that are seized at the location listed in Paragraph A above, 
any and all content of cellular phones (including SIM cards and memoiy cards, if 
applicable): Including, but not limited to: contact lists; call history lists (including 
received, dialed, and missed calls); SMS/MMS (including, sent, received, and 
draft messages); pictures, videos, audio files; email; instant messaging; web 
HTML’s; Wi-Fi network information; GPS directions; calendars; notes; installed 
applications, usernames and passwords for said cellular telephones or 
applications (if applicable). 

3. For any desktop computers, laptop computers, or tablets, including peripherals 
and data storage media, that are seized at the location listed in Paragraph A 
above, any and all content of said computers and peripheral and data storage 
media including, but not limited to: electronically stored communications or 
messages; web page HTML’s, web searches, cookies, history, favorite sites; 
images; any user names and passwords, password files, test keys, encryption 
codes or other codes necessary to access the computers or applications to be 
searched or to convert any data file or information on the computers into a 
readable form. 

4. Any application software or other programs which are on the devices that could 
be used to facilitate the creation, transmission or storage of the described data 
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files, including but not limited to photo editing software, e-mail applications, 
word processing software, and/or software used to access the internet. Any 
passwords or password files necessary to gain access to the files, software, or 
applications which is on the devices. 

5. Electronic communications stored within the phone and storage devices as e- 
mail. Such information and/or communications that may be in the form of 
electronic communications (such as e-mail) residing on any media (e.g., 
magnetic, optical or digital media). That information may include electronic 
communications held or maintained in electronic storage by an electronic 
communication service or remote computing service, as those services are 
defined within 18 U.S.C. 2703. These communications are referred to herein as 
“stored communications”. These communications related to this case stored in 
the suspect’s computer or other electronic devices as e-mail. That federal law, 
which is part of the Electronic Communications Privacy Act, allows interception 
of such electronic communication pursuant to a search warrant. 


IN THE NAME OF THE PEOPLE OF THE STATE OF MICHIGAN: I have found that probable 
cause exists and you are commanded to make the search and seize the described property. Leave a 
copy of this warrant with attached tabulation (a written inventory) of all property taken with the 
person from whom the property was taken or at the premises. You are further commanded to 
promptly return this warrant and tabulation to the Court. 
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FLINT WATER MISOC CASES 


[MiSOC CASE # (AGENCY 

Definite (D)/Possible (P) 

1601-0078 

DEQ 

D 

1603-0226 

DEO. 

P 

1603-0296 

MDHHS 

P 

1603-0322 

MDHHS 

P 

1605-0439 

MDHHS 

D 

1605-0442 

DEQ 

D 

1605-0475 

MDHHS 

P 

1605-0478 

Gov's Ofc. 

D 

1607-0639 

Gov's Ofc. 

P 

1608-0757 

MDHHS 

D 

1609-0804 

DEQ 

D 

1609-0837 

MDHHS 

D 

1609-0842 

MDHHS 

D 

1611-1051 

MDHHS 

D 

1701-0028 

MDHHS 

D 

1701-0048 

DEQ 

D 

1701-0056 

MDHHS 

D 

1701-0057 

MDHHS 

D 

1701-0084 

MDHHS 

P 

1701-0121 

Gov's Ofc. 

P 

1703-0222 

DEQ 

P 

1703-0245 

DEQ 

P 

1707-0715 

MSHDA 

P 

1802-0154 

DEQ 

P 

1803-0223 

MDHHS 

D 

1805-0505 

MDHHS 

D 

1806-0545 

DEQ 

D 

1806-0546 

MDHHS 

D 

1806-0629 

DEQ 

D 

1809-0781 

MDHHS 

D 

1810-0885 

MDE 

D 

1810-0893 

Gov's Ofc. 

D 

1810-0909 

MDHHS 

D 

1810-0919 

MDHHS 

D 

1811-0968 

MDHHS 

D 

1902-0104 

MDHHS 

D 

1902-0148 

MDHHS 

D 

1903-0234 

MDHHS 

D 
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